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The Machine Everyone Codes For

2008 Real HW:

3MB 3MB 3MB
L2 cachelf L2 cachelf L2 cache)
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The Talk In One Slide

52y Qi GgNRAGS |
atomicsand your code will do what you think.
RURERNRS

Unless you:
(a) use compilers/hardware that can have bugs;
(b) areirresistablydrawn to pull Random Big Red Levgﬁ/ '

(c) are one of Those Folks who long to take theigearsinthe Machlne

o
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The Truth

} Q: Does your computer execute the program you wrote?

The Truth

} Q: Does your computer execute the program you wrote?

} A: What a quaint concept!
On big iron, contemporary with live Beatles performances.
On PCs, contemporary with leg warmers.

} Think: Compiler optimization, processaOexecution, cache coherency.
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The Truth

} Compiler/processor/cache says:
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Two Key Concepts

1 Sequential consistency (S@Executing the program you wrote.

Defined in 1979 by Leslimmportasd 0 KS NBadz G 2 F |y
same as if the reads and writes occurred in some oatelrthe

operations of each individual processor appear in this sequence in the
order specified by its program

} Race conditionA memory location (variable) can be simultaneously
accessed by two threads, and at least one thread is a writer.
Memory location == no#bitfield variable, or sequence of nerero
lengthbitfield variables.
Simultaneously == withoutappensbefore ordering.
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Sequential Consistency (SC)

} Hey,sequential consistency (S6gems great!
X GKS NBadzZ G 2F ye SESOdziAz2y
occurred in some ordeand the operations of each individual
processor appear in this sequence in the order specified by its
programe

} But chip/compiler designers can be annoyingly helpful:
It can be (much) more expensive to do exactly what you wrote.
hFaGSy (GKS@QR NIGKSNI R2 a42YSGKA)
Commonreactiond 2 K+ G R2 @2dz YSIEys Yé LINE
82dzQf t SESOdz0S I RAFFSNBY UG LINEIANI

Converging the SW and HW Models

}  Sequential consistency for data race free programs-C3F, or DRFO)
PLIISEFNRAY I 02 SESOdz0S 0UKS LINPRINIY
race condition.

Defined in 1990 by Sarita Adve and Mark Hitk d®rmalization that prohibits
dataraces ina program. We believe that this allows faster hardwareghan an
unconstrained synchronization mogdelithout reducing software flexibility
much, since #&arge majorityof programs are already written usimxplicit
synchronizatiorperations and attempt to avoidata racesd ¢

The purpose is to defin@ I O 2 y (i NJ sGftivareaBdihar@aang where
hardwarepromises taappear sequentially consisterat least tothe software
that obeys a certain set of constraints whigh havecalled the synchronization
model. Thiglefinition isanalogous to that given by Lamport feequential
consistencyn thatit only specifies hovhardware shouldappearto software. X
It allows programmer$o continuereasoning about their programs usitige
sequentiaimodel ofY S Y 2 NEB ®¢€
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Transformations: Reorder + invent + remove

},2dz OF yQu 0Sff — St GKS
transformation happens (usually). EEEBLEEEEED

}  The only thing you care aboutis = eSS A15s
that your correctly synchronized » subexpr elimination,
program behaves as if: ‘ reg allocation, STM, ...

memory ops are actually executed in Rl .

an order that appears equivalent to G CLEIENTLY
somesequentially consistent inter overlap writes, S NG
leaved executiorof the memory ops Cache

of each thread in your source code; « store buffers, private

including that each write appears to shared caches, ...

be atomic andgloballyvisible
simultaneouslyto all processors.

Actual execution

} Goal: Try to maintain that illusion.

Fact of Life

Transformations at all levels aeguivalent

Y Can reason about all transformations as
reorderingsof source code loads and stores
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} Thread 1:

if(flag2'=0)//b

/I resolve contention
else

/I enter critical section

flagl = 1, /[ a: declare intent

Dekker’s and Peterson’s Algorithms

} Consider (flags are shared and atoimitt unordered initially zero):

Thread 2:
flag2 =1; /I c: declareintent
if(flagl!'=0) // d

/I resolve contention

else N _
/I enter critical section

} Q: Could both threads enter the critical region?
» Maybe:If a can pass b, or ¢ can pass d, this breaks.

} Solution 1 (good): Use a suitable atomic type (e.g., IaN&TG @2t | G A f Sé€
std::atomic<> for the flag variables.

} Solution 2 (good?): Use system locks instead of rolling your own.
» Solution 3 (problematic): Write a memory barrier after a and c.

Processor 2

flag2=1;(2)
if(flagl'=n 0 J9 XY 0O

Processor 1

flagl=1; (1)
if(flag2'=n 0 3P XY T

Store Buffer

Store Buffer

Read 0 fronflag2 Flush
(read allowed to pass | buffered
buffered store to store to buffered store to store to
different location) flagl different location) flag2

Global Memory

Read 0 fronflagl Flush
(read allowed to pass | buffered
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} Can transform this
x=1;

yr
X=2;

G dzy A OSNE S

} Cantransform this

for(i= 0;i < max; +ir)
z += él;

Single-Threaded Optimizations

To this:
ViR

=

adzy A OSNBRSET

To this:

rl1=z

for(i= 0;i < max; +ir)
rl += ail;

Ze=1r ik

} Can transform this

} Cantransform thig
for(i= 0;i < rows; +i)
for(j = 0;] <cols; ++j)
afj*rows +i] +=42;

Single-Threaded Optimizations

+ To this:
R

I_I
I_I

dSOSNE
Gdzy A SN
Gf ATSET

| KAY
& HS¢
=

} To this:
for(j=0; ] <cols; ++4j)
for(i=0;i < rows; +i)
afj*rows +i] +=42;
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Optimizations

} What the compiler knows:

All memory operationf this threadand exactly what they do,
including data dependencies.

How to be conservative enough in the face of possible aliasing.

} 2 KFEG GKS O2YLIAESNI R2SayQi (1y29
2 KAOK YSY2NR 20l 0A2ya I NB avYdzil
change asynchronously due to memory operationanother thread
How to be conservativenough irnthe face of possible sharing

} Solution: Tell it.
{2YSK2g ARSYGATFe (GKS 2LISNXGA2ya
(or equivalent information, but identifying shared variables is best).

Fact of Life

Software MMs have converged on
SC for dataacefree programs (SORF)

Java: SORF required since 2005.
C11 and C++11: $XRF default (relaxed == transitional tool).
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Memory Model == Contract

You promise

To correctly
synchronize
your program

(no race conditions). GCKS adaitsSvye

To provide the

- illusion of executing
R the program
you wrote.

How To Think About Races

Q: While debugging an optimized build,
have you ever seepink elephants?

In a racepne thread can see into another
thread with the same view as a debugger
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Roadmap

}  Optimizations, Races, and the Memory Model

} Orderingg What: Acquire and Release

} Orderingg How: Mutexes Atomics, and/or Fences

} Other Restrictions on Compilers and HardwareBugs)

} Code Gen & Performance: x86/x64, 1A64, POWER, ARM, ... 2?7
} Relaxed Atomics (as time allows)

} Coda: Volatile (as time allows)

Key General Concept: Transaction

} Transactior= logical operation on related data that maintain an invariant.
Atomic: Allor-nothing.

Consistent: Reads a consistent state, or takes data from one consistent state to
another.

Independent: Correct in the presence of other transactions on the same data.

}  Example:
bank_accountcctl, acct?;

// begin transaction¢ ACQUIRE exclusivity
acctl.credit( 100 );

acct2.debit ( 100 );

Il end transaction ¢ RELEASE exclusivity

52y Qi SELR2asS AyO2yaradsSyid adlrasS oSo
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}
Used to implementransactions

Locks ifiut_xis amutex protecting x):
{lock_guarcmutex> holdfmut x); Kk k Sy G§ SNJ ONA G A OI f
X NBFRkKkgNARUGS E X L
} KK SEAU ONRARUAOLI{
Ordered atomicswhose_turnis astd::atomic<> variable protecting x):

while(whose_turn!=me ) {} /I enter criticaNB I A 2 Y
XNBIFRKkeNRGS E

Key General Concept: Critical Region

Critical region= code that must execute in isolation w.r.t. other program code.

NEIAZ2Y

o i2YAO NBI

NEIAZ2Y

whose_turn=someone_else Il exit critical regiod G2 YA O 6NAGS aN
}  Transactional memory (still research right now, but same idea):

atomic{ /I enter critical region

X read/write xX
/I exit critical region
. ?

Key Rule: Code Can’t Move Out
} Itis flatout illegal for a system to transform this:

mut_x.locK); KK SYGiSNJ ONRGAOIFE NBIA2Y 6

X =42, - L ~

mut_x.unlock); KK SEAG ONRUGAOFE NBIAZ2Y of
} To this:

X = 42: /l race bait =~ _ - L .

mut_x.locK); KK SYUSNIONAUAOFE NBIAZY 0

mut_x.unlockK); KK SEAU ONRUAOIEf NBIAZY of
} Or this:

mut_x.locK); KK SYGSNILONRGAOFE NBIAZ2Y 6

mut_x.unlockK); KK SEAU ONRUAOIEf NBIAZY of

X =42; I race bait
1 No system that plays this kind of dirty trick will be very popular with voters.
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But Code Can Safely Move In

}  Can transform this: To this: But not this:
E I' afATFSET L T &S @S NEadefoaity 3
mut.lock); mut.lock); = . _.-7 mut.loc
1T aS@SNEuKAYEsT
& I ddzyA @ SIE Tadzy A JSNH SedTdzy A OSNRSET
E T Gt TSsT

mut.unlock); |

nlock);
I T GSOENBGKAY3E

mut.u
T TTE T &f AT ¥ éade bait

Key Concepts: “Acquire” and “Release”

Yl VYVYVYYVVYY
A release@AAAAAAA

} Onegl & OoF NNASNREY !y Gl OljdzA NB o6 NJ
} Note: These are fundamental hardware and software concepts.

} More preciselyA release store makés prior accessesdsible to a
thread performing an acquire lodtat sees (pairs with) that store
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Good Fences (Make Good Neighbors)

v acquire v v v v
A release A A A A

X full fence X ¥ ¥ ¥ X ¥ X

“Plain” Acq/Rel  vs. SC Acq/Rel
\/ acquire v \/ acquire v
A release A A release A
A release A A release A
\/ acquire v \/ acquire v

Date updatedDecember 23, 201z
Page:15



atomic<> Weapons: Herb Sutter
The C++ Memory Model and Modern Hardware

Fact of Life

Memory synchronizatiomactively works against
important modern hardware optimizations.

Y Want to doas little as possible

Bandwidth x Latency = Concurrency

oEE

G
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Q: So How Do We Cope With Latency?
A: Add Concurrency... Everywhere...

code?

Parallelize Pipeline, execute out of orded 2 h ¢aunth expensive memory Yes
(EEELE operations earlier, and dother work while waiting.
compute Add hardwarethreads:Have other work available for treame CPU core No*
power) to perform while other work is blocked on memory.
Instruction cache No
Cache Data cacheMultiple levels. Unit of sharing = cache line. Yes
(leverage
capacity) Other buffering:Perhaps the most popular is store buffering, because Yes
writes are usually more expensive.
Speculate PredictbranchesDdzSaa $KSGKSNI Iy GaATé gAff NOS ( NMz
(leverage Other optimistic execution:Eg., try both branches? No
bandwidth,
Prefetch, scoutWarm up the cache. No

compute)

* But you have to provide said other work (e.g., software threads) or this is useless!

Sample
Modern CPU

Original Itanium 2 had

211Mt, 85%for cache:
16 KB L1I$16 KB L1D$
256 KB L28 MB L3%

1% of die to compute,
99%to move/store data?

Itanium 2 9050:
Dualcore 24 MB L3%

Source: David Patterson, UC
Berkeley, HPEC keynote, Oct 2004
http://www.ll.mit.edu/HPEC/agendas/
procO4/invited/patterson_keynote.pdf

Date updatedDecember 23, 201z
Page:17



atomic<> Weapons: Herb Sutter
The C++ Memory Model and Modern Hardware

}  Optimizations, Races, and the Memory Model

} Orderingg What: Acquire and Release

} Orderingg How: Mutexes Atomics, and/or Fences

} Other Restrictions on Compilers and HardwareBugs)

} Code Gen & Performance: x86/x64, 1A64, POWER, ARM, ... 2?7
} Relaxed Atomics (as time allows)

} Coda: Volatile (as time allows)

Automating Acquire and Release

1 5 2 ywlité fences by hand.
} DoYF 1S GKS O2YLIAESNI 6NARGS o6F NNK
abstractionsMutexesand std::atomic<>variables.

Lock acquire/release (hey, even the words are the same!):

mut_x.locK); KK Gl otdsX MBogmut_x  J
X NBFRKgNAGS E X
mut_x.unlock); K K @& NBit S¥ &.8kmut x A

std::atomics: read = acquiravrite = release

while(whose_turnl=me ) {} //read whose_turnY Id.acqwhose_turN
X NBFERKGNAUS E )
whose_turn=someone_else // write whose_turnY st.relwhose_turli

> a > <
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SC > Acq/Rel Alone: Some Examples

1 Transitivity/causality:x andy are std::atomig, all variables initially zero

Thread 1 Thread 2 Thread 3
g=1; if( x = 1) ifly==1)
X=1 y = assert(g==1);

It must be impossmle for the assertionto faig 2 dz2f Ry Qi 06S {/ @

} Total store orderxandy are std::atomicand initially zero.

Threadl Thread 2 Thread 3 Thread 4
X=1; y=1; if( x==1 && y==0) if(y==1 && x==0)
LINAYyGdo6 ¢E LTNRHGO we 7T

It must be impossible to print both messageg 2 dzf Ry Qi 6S {/ @

Controlling Reordering #1: Use Mutexes

}  Usemutexlocks to protect code that reads/writes shared variables.
} Advantage: Locks acquire/release induce ordering and nearly all
reordering/invention/removal weirdness just goes away.

Locks and atomics adiptimization boundaries by marking exitiaread
operations. Otherwise, full intrthread optimization®k.

RacefreeO2 RS Ol y Qi (.St f GKS RAFTFSNEBY
} Disadvantage: Requires care on every use of the shared variables.
Races happen when you forget to take a lock, or take the wrong lock.

Deadlock can happen any time two threads try to take two locks in )
212 aAdS 2NRSNE>X yR AdQa KIFNR

LivelockOl y KI LIISY ¢gKSy f201a UGNRBR G2
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Controlling Reordering #2: std::atomic<>

} Special atomic typesre automatically safe from reordering:
atomic<int>flagl = 0, flag2 = 0;
KK CNRY 5S1{1SNXRa | f3I2NARGKY
A flagl=1; A
V if(flag2!=0){...} 4

} P RAEYGEISY Wdzad GF3 GKS GFNRIOG
} Disadvantage: Writing correct atomics code is harder than it looks.
I YySHFTNBEZOTFEA2NRAGKY 2NJ RFGEF adN

Some common data structures have no kngwactical?f F QF S Q
implementation.

Ordered Atomics

} Ordered atomic variables:
Java an@® .NETvolatile. T Always SC (NB:JavalazySenot precisely defined.)
C++1latomic<T> Cllatomic_* 1 Default SC (nB: Not C/C++ volatile!)

}  Semantics and operations:
Each individual read/write istomic. No torn reads, no locking needed.
91 OK GKNBI RQa NBI RakgNAa&a | NB 3Idzk NJ
Special ops: [Comparand-|swap (CAS)onceptually atomic execution of:
Tatomic<P::exchange( Tesired)
{ Toldval= this>value; this>value = desiredreturn oldval }

bool atomic<T>:compare_exchange_stror{g& expected, T desiredy)
if( this->value == expected ) { thts/alue = desired; return true; }
expected = thisvalue;return false;

Date updatedDecember 23, 201z
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compare_exchange: Weak and Strong

} In C++11, comparandswap- compare_exchange.
Exampleif( valcompare_exchange_stror{gexpected, desired ) )
Pronounced: o i o ] i

a!l!'Y L 0KS 2y S yaKkramedpediedo desteKkEK |
Oftenwritteninloops a/ ! { f 2 2 LJP¢

} _weak vs. _strong: weak allows spurious failures.
Prefer weakg KSy @2 dzQNBE 3J2Ay 3 (2 6NR{
Almost always wantstrongwhen doing a single test.

Controlling Reordering #3: Fences & Ordered APIs
) CSyOSa I NB SELXAOAG GalyRolNEE F3IALAY3

flagl = 1;
% Mb(); g x InterlockedExchange( &flagl, 1); X
/[ Linux full barrier (x86 mfence /I Win32 ordered ARIX86°
xchg
if(flag2'=0){...} if(flag2!=0){...}

} Disadvantages:
Nonportable Different flavors on different processors.
Tedious: Have to be written (correctly == differentlypaérypoint of use.
ErrorLINRE Y SY | I NR G2 -FNNSBIS&2 yLIFFLaS2Nd( & GR[AZRO 1Y Sy (i
Performance: Usually too heaBtandalone barriers are especialpessimized
NB: Avoidd 6  NNA SNE ¢ ( K bnly tolalkzKihd# nddidering (e.d., lcdindpiler),

as reordering can happen at any level. Example: WifadWriteBarrieaffects only
compiler reorderingp a 2 N5 2y UKAa f I 0SNXO
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Why Standalone Fences Are Suboptimal
} Consider publishingia awidget*.

/l Thread 1 /Il Thread 2
widget* temp = new widget();
global= temp;

global>do_something);
global>do_something_els@;

} Q: What synchronization is needed?

Why Standalone Fences Are Suboptimal
} Consider publishing viaveidget*.

/l Thread 1 /l Thread 2
widget* temp = new widget();
global= temp;

global>do_something);
global>do_something_elsg;

} Q: What synchronization is needed?

| YReldasé &aSYIl yiAOadAcquireg aSYlFydiAoao

1 Q2: What are the rules? What standalone fences will do the job?

Date updatedDecember 23, 201z
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Why Standalone Fences Are Suboptimal

} Addingstandalone fenceso publish via avidget*:
/I Thread 1 /Il Thread 2

widget* temp = newwidget();
X mb(); XX XX XXX
global= temp;
temp2 =global;

X mb(); X X X X X XX
temp2->do_something);
temp2=global,

% mb(); XXX XxXxX
temp2->do_something_els@;

} Q: What are the usability and performance issues? Discuss.

Why Standalone Fences Are Suboptimal

} Addingstandalone fenceso publish via avidget*:
/I Thread 1 /I Thread 2
g=1
widget* temp = newwidget();
X mb(); XX XXX XX
global= temp; y=1;
X=0; temp2 =global;
X mb(); X X X X X XX
temp2->do_something);

temp2=global,

X mb(); XX 32 xxx2
temp2->do_something_els@;

y=g;
}  Q: What are the usability and performance issues? Discuss.
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Why Standalone Fences Are Suboptimal

1 Addings Needfencebecausegy & Y A ZKigicé jet*:
/I Thre data dependency not enough  _

Needfull fence to keep two lines apart

g=1;
Wwraget* temp = newwidget(); I Fy Qi StEAYAYL
X mb(); XX X X X XX : _
g|r_\|(’\):_1|: temp1 y - 1’ | write %y—l—)
X*9 /tryali R2 02 ygﬂ?ﬁﬁ“ﬁ%zg"ibal -~ e g g
propagation (x =) temp=>do_something);
temp2 =glonar,
X mb(); Y o Xy
tempZ~>do_something_elsg;
NB: These are just illustrative examples Y=9 syt 2LIGAYAT S

erformance is work indO_Somethingﬂnd
do_something_else

Why Standalone Fences Are Suboptimal

1 Addings Needfencebecausegd Y A FKisicé jet*:
data dependency not enough

/l Thre ) ead 2

g=1; Needfull fence to keep two lines apart

Wraget* temp = new widget(); I'FyQid StAYAYL G
X mb(); XX X X X XX : _

CI'_‘,IQ;IIZ temp1 y - 1’ | write (—y——l—)

X% 1yQi R2 O2ygilhiLdon

propagation (x =) temp2->do_something);
temp2->do_something_el
y=9,

} Can avoid redundant load frogiobal
Still all the same problems, except can optimize actesgp2-> calls.
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}  Optimizations, Races, and the Memory Model

} Orderingg What: Acquire and Release

} Orderingg How: Mutexes Atomics, and/or Fences

} Other Restrictions on Compilers and HardwareBugs)

} Code Gen & Performance: x86/x64, 1A64, POWER, ARM, ... 2?7
} Relaxed Atomics (as time allows)

} Coda: Volatile (as time allows)

Object Layout Considerations

1 Given two global variableshar c;andchar d;:
/Il Thread 1 é/ Thread 2
lock_guard<mutex> lock( cMutgx Iéjck_guard<mutex> lock( dMutex );
c=1; =1;

} }
1 Q:Isthere arace?
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Object Layout Considerations

}  Given two global variableshar c;andchar d;:

/Il Thread 1 ? Thread 2
lock_guard<mutex> lock( cMutéx  lock guard<mutex> lock( dMutex );
c=1 =1 = kind of like inserting

} } GaOr OTé KSNJ

} Q: Isthere araceNo ideally and in C11/C++11, but maybe today:
Say the system lays oothendO2 y (i A 3 dz2 dza f & Xd =1y Ri 20yNJ y

char tmp[4]; I/ 32-bit scratchpad
memcpy{ &tmp[0], &c, 4 ); /I read 32 bits starting at ¢
tmp[1] = 1; /Il set only the bits of d
memcpy &c, &tmpl0], 4 ); Il write 32 bits back

Q: So what?

A: Oops, thread 2 would silently

So writedwithout holdingcMute

Object Layout Considerations (2)

1 What about a globas of typestruct{ char c; char d;?}
/Il Thread 1 é/ Thread 2
lock_guard<mutex> lock( cMutgx Iogk_guard<mutex> lock( dMutex );
s.c=1; s.d=1,

} }
1 Q:Isthere arace?
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Object Layout Considerations (2)

} What about a globad of typestruct{ char c; char d;?}
/Il Thread 1 /I Thread 2

{
lock_guard<mutex> lock( cMutéx  lock guard<mutex> lock( dMutex );
s.c=1, s.d=1,

} }

} Q: Isthere araceNo ideally and in C11/C++11, but maybe today:
Say the system lays oothendO2 y (i A 3 dz2 dza f & Xd =1y Ri 20YNJ y

char tmp[4]; I/ 32-bit scratchpad
memcpy &tmpl[0], &c, 4); /l read 32 bits starting at ¢
tmp[1] = 1; /Il set only the bits of d
memcpy &c, &tmpl0], 4 ); Il write 32 bits back

Oops: Thread 2 would silently also writestawithout holdingcMutex

Object Layout Considerations (3)

}  What about a globas of typestruct{int c:9; int d:7; }?
/Il Thread 1 é/ Thread 2
lock_guard<mutex> lock( cMutgx Iogk_guard<mutex> lock( dMutex );
s.c=1; s.d=1;

} }
1 Q:Isthere arace?
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Object Layout Considerations (3)

} What about a globad of typestruct{int c:9; int d:7; }?
/Il Thread 1 /I Thread 2

{
lock_guard<mutex> lock( cMutéx  lock guard<mutex> lock( dMutex );
s.c=1, s.d=1,

} }

} Q:lIsthere arace?es in C11/C++11.

It may be impossible to generate code that will update the bitswithout
updating the bits ofl, and vice versa.

C11/C++11 say that this is a race. Adjachitfields| NE 2y S G202S0

Things Compilers/CPUs/Caches/... Will Do

1 There are many transformations. Here are two common ones.

1 Speculation:
{Ie GKS &aeaidsSy o002YLAESNE /t!> O
may be true (e.g., branch prediction), or has reason to believe that a
condition is often true (e.g., it was true the last 100 times we executed
this code).

To save time, we can optimistically start further execution based on that
JdzSaad® LF¥ AuQa NRIKUZ @S al @SR U
speculative work.

} Register allocation:

Say the program updates a variable x in a tight loop. To save time: Load
into a register, update the register, and then write the final value to x.
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Fact of Life

Thesystemmust never inventa write to a variable
uKIlF O ¢ 2dzt Ry Qman 8@xecatidd u U

Q: why?
If youtheLIN2 AN} YYSNI Ol yQi &
allthe variablesthat get written to,
@ 2dz Ol y QuinowlwBadi|&cks doftade.

A General Pattern

} Consider (wherais a shared variable, and assugwndis consistent):

if( cond ) {
lock unique_lockmutex> hold(ut, defer_lock;
o if(cond)
if( cond ) hold.lock);
use X
if d
f( cond ) e
unlock x

YlasA T aATod O2yR 0 K2f Rod
1 Q: Is this pattern safe?
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A General Pattern

} Consider (wherais a shared variable, and assugwndis consistent):

if( cond )
lock x unique_lockmutex> holdfut, defer_loch;
> if(cond)
if( cond ) hold.locK);
use X
s f d
if( cond ) i ?J%g x)
unlock x

MlasA T aATo O2yR 0 K2f Rd(
Q: Is this pattern safe?
'Y S&ax A0Qa &adzLILI2NILI SR oé

[N
A
u»
~

}
} M M

Speculation

} Consider (wherais a shared variable):
if( cond )
X =42,
r{Fe& GKS aeaidsSy 602YLAESNE /t!'z O
measures) thatond(may be, will be, often is) true. Can this be rewritten:

rL=x; Kk NBFR gKIFIiQa 0KSNB
X =42; /I oops: optimistic write ignot conditional
if( 'cond) /I check if we guessed wrong

X =rl; /I oops: backout write isnot SC

1 Ly U KS dpw@Eisome BEndlementations, Maybe.

Same key issue: Inventing a write to a location that would never be written to in
an SC execution.

If this happens, it can break patterns that conditionally take a lock.
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Register Allocation

1 I SNBQA | YdzOK Y2NB O2YY2y LINRO
void f( /*...params...*/, bool doOptionalWork ) {
if( doOptionalWork ) xMutex.lock();

for(...)
if( doOptionalWork ) ++x; // write is conditional

}if( doOptionalWork ) xMutex.unlock();

} A very likely (if deeply flawed) transformation of the central for loop:
rl=x;
for(...)
if( doOptionalWork y+r1;
X =rl; /Il oops: write isnot conditional

b LF a2z F3IALAYIT AGQa y2aG alrF¥sS G2

Register Allocation (2)

b 1 SNBEQa Yy20KSNJ GFENRFYyGo®
I gNRGS Ay | €£22L) 602Re Aa O2yRAUAZY
void f( vector<widget>& v ) {
if( v.length() > 0 ) xMutex.lock();
for(inti=0; < v.length()++i)
++X; /I write is conditional
}if( v.length() > 0 ) xMutex.unlock();

1 Avery likely (if deeply flawed) transformation of the central for loop:
rl=x;
for(inti=0;i<vlength(); ++i)
++rl;
X =rl,; /I oops: write isnot conditional

b LT a2z F3AFAYE AGQa y2G alr¥sS G2 KI
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Register Allocation (3)

} G2 KIFEGOK wSIAAGSNI HEE20GA2y Ad Y296
No. Only naive unchecked register allocation is a broken optimization.
1 This transformation is perfectly safe:
rl1=x;
for(...)
if( doOptionalWork }+r1;
if( doOptionalWork )x = r1; /I write is conditional
} {2 Aad 0KA&A 2yS O0GRANIE& oAlGZ¢é YdzOK
rl = x;bDirty = false;
for( ...)
if( doOptionalWork }+rl, bDirty = true
if( bDirty )x =r1, /I write is conditional

' YR 20 KSNA&X

What Have We Learned?

} Conditional locks:
Problem: Your code conditionally takes a lock, but your system has &
bugthat changes a conditional write to be unconditional.
hLliAzy mY Ly O2RS tA1S 6SQOS a!
doOptionalWorklflag with two functions (possibly overloaded):

One function always takes the lock and does:threlated work.
One function never takes the lock or touches
Option 2: Pessimistically take a lock for any variablesyetion
anywherein a region of code.

Even if updates are conditional, and by SC reasomng you could believe
@2dz 62y Qi NBIFIOK GKIFG O2RS 2y a2y

This option is pretty useless if you have nested library calls.
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} Optimizations, Races, and the Memory Model

}  Orderingg What: Acquire and Release

} Orderingg How: Mutexes Atomics, and/or Fences

} Other Restrictions on Compilers and HardwareBugs)

} Code Gen & Performance: x86/x64, 1A64, POWER, ARM, ... ???
} Relaxed Atomics (as time allows)

} Coda: Volatile (as time allows)

RECALL: Fact of Life

Software MMs have converged on
SC for dataacefree programs (SORF)

Java: SORF required since 2005.
C11 and C++11: $XRF default (relaxed == transitional tool).
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Fact of Life

Stores(a) are and (b) want to be
more expensive thatoads

(a) Stores do more work. (b) Loads outnumber stores.

Corollary:For SC atomics, we can tolerate
moderate expense on the store side,
butloads have to be fast
= very little overhead vs. ordinary load.

Code Generation

Load Store
Ordinary SC Atomic Ordlnary SC Atomic

x86/x64 mov mo

http:// www.cl.cam.ac.uk/~pes20/cpp/cppOxmappings.html
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Code Generation

Load Store
Ordinary SC Atomic Ordlnary SC Atomic

x86/x64 mov mo xchg

nj_r_ixchg

afuII barrier
6 dzy ¥ 2 NI

w wSlkRa | NB_yanjreadss 2 N (eally wanted

Q: This is great, right? w 2NRGSE | NB wdritedidn2 2 dz3 Wi/
] wWrites are not reordered witlolder reads.
A: Yeeeeeahsorta. wReads may be reordered with older writasterent |ocat.on§\

(major) 1. Yes, overhead on / = & R e PR
loads must be low (good!) w wSlIRa& Ol yyR2eCHIVEENCS | NI A SNJ
w 2NARGSa OF yiyRE, EREa @ MEENCE A S N
O0YAY 2ND thatf 2 @& l FR2\FEEandotpass earlier reads
s> icti WSFENCEannotpass earlier writes.
S AESITEIRTS Gl ——— wMFENCIEannotpass earlier reads or writes.

Intel®64andtd v ! NOKAGSOGdzNBa {2Filhsl NBB22SUS
http://download.intel.com/products/processor/manual/253668.pdf

Code Generation

Load Store
Ordlnary SC Atomic Ordlnary SC Atomic

x86/x64 mov xchg cmpxchg

hy EycX {/ I {2YAovanifehdes O
Q: Would it be a good idea for a compiler to choose that?

A: No.

(minor) 1.mfenceis expensive, and anyway order semantic
should be attached to the memory op (not be standalone)

(major) 2. Everybody on a given platform has to agree or
the code gen, at least on compilation boundaries

http://www.cl.cam.ac.uk/~pes20/cpp/cppOxmappings.html
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Code Generation

Load Store
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64
IA64 Id Id.acq st st.rel; mf  cmpxchg.rel mf

http://www.cl.cam.ac.uk/~pes20/cpp/cppOxmappings.html

Code Generation

Load Store
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64
IA64 Id Id.acq st st.rel; mf  cmpxchg.rel mf

Q: Why after the store?

A: Purely to prevenst.rel +Id.acqreordering, in case
0 KSNB&gi 2l | y2GKSNI £ 20 (A2

http://www.cl.cam.ac.uk/~pes20/cpp/cppOxmappings.html
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Code Generation

Load Store
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64

IA64 Id Id.acq st st.rel; mf  cmpxchg.rel mf
)
vY hy L!cnz O2dz R I O2 migstf I§ N|

'Y b23 GKFGQa oNR1 Sy
(major) 1.ld.acqgandst.rel are a package deal
OYlF 22ND H® ¢ K Istirel glRadzfreBrgfefdng LIN

(major) 3. Everybody on a given platform has to agree on the cog
gen, at least on compilation boundaries

Code Generation

Load Store
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64

IA64

POWER {[ d; st @s Ioop lwarx; cmp;
P, DC;

Xlt stwex; be
isync _Ioop iIsyng _exit:

http://www.cl.cam.ac.uk/~pes20/cpp/cppOxmappings.html
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Code Generation

Load Store
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64

POWER Qs @o d; Ioop' lwarx; cmp;
D, bC; Xlt stwex; be
isync Ioop Isyng _exit:
You caralmostget

away with an
IwsyncK S NB X

http://www.cl.cam.ac.uk/~pes20/cpp/cppOxmappings.html

Code Generation

Load Store
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64

POWER Qs

Q: Why is this bad? and how bad?

st @s (sync) loop: Iwarx; cmp;

Xlt stwex; be
Ioop,lsynq exit:

A: Heavy cost on loads is anathema.

This instruction is half of the z
primary reasonwhy relaxed?
atomics existn C11/C++11 |

.uk/~pes20/cpp/cppOxmappings.html
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Code Generation

x86/x64 mov

I -

POWER gl

ARM v7 Qg

This is the other half of the
primary reasonwhy relaxed
atomics existn C11/C++11

Load Store
Ordinary SC Atomic Ordlnary SC Atomic

c.uk/~pes20/cpp/cppOxmappings.html

dmb; _loop:Idrexroldval,
[rptr]; movrres, 0;teq
roldval, rold; strexeqrres,
rnewval [rptr]; teqrres, O;
bne loop;isb

On the Charts

(O loads and stores
fiitiH fences/barriers

ultra strong
= fully SC

» ’g

[

ultra relaxed Q@

Alpha

x86/x64 IAG4

_POWER
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Fact of Life

Memory synchronizatiomactively works against
important modern hardware optimizations.

Y Want to doas little as possible

Fact of Life

Software MMs have Hardware MMs are
converged on disadvantaged unless
programs (SORF). are the primary
HW MM instructions.
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Code Generation

Load Store CAS
Ordinary SC Atomic | Ordinary SC Atomic

x86/x64
IAG4

Idr Idra str strl

Code Generation

Load Store CAS
Ordinary SC Atomic | Ordinary SC Atomic

ARM CPUsh Oct2011, ARM announcetewd { /£ 2 R | Olj dzA NB ¢
NE f Sdsacempulsory part of the ARMv8 CPU architecturel(iBand 64-bit).

NB: Industry first. And very negmno announced silicon yet from ARM or partners.

ARMGPUSsCurrentlyhave a stronger memory model (fully}SERMhas
announced their GPU future roadmaps the GPUs fullyoherent with theCPUs,
andwillt A 1 St e | RR &a{ FafH 2 laR 2I8GBICHMSN el a S

ARMvS [Hels Idra str strl
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(O loads and stores
On the Charts fiiti fences/barriers
ultra strong —
= fully SC i Hi
S
SGDRF o o @
. S
'S S
© L
ultra relaxed O
Alpha x86/x64 IA64 POWE ARM v7 ARM va

}  Optimizations, Races, and the Memory Model

} Orderingg What: Acquire and Release

} Orderingg How: Mutexes Atomics, and/or Fences

}  Other Restrictions on Compilers and HardwareBugs)

} Code Gen & Performance: x86/x64, 1A64, POWER, ARM, ... ???
} Relaxed Atomics (as time allows)

} Coda: Volatile (as time allows)
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“One Small Step Less Than SC” ?

Q:Is SCtoo strong? S "t

VHY [ 2dz Ry Qi 588
ta2dzad 1?2 f N ]
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Data point from HanBoehm:
& would emphasize thakt S Qtgkén great care thatvithout relaxed
atomics,Wa A Y dzf ( regllreedrs whiatQou thought it didh ¢
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Fact of Life

Buto ¢ NEK=Z¢ ¢gNAYy3Ia& KIF YR
okay, there are a few legitimate:
(a) use casefew and rare, so wrap themand
(b) current hardware imperativegso treat them as a stegap).

) 7
Enter the memory_order_* R AN &
| N 5
e
\RTEAN
Bewe®" memory_order_relaxed

memory_order_acquire
memory_order_release
memory_order_acq_rel

memory_order_seq_cst
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Enter the memory_order_* S AN )

} A word from the Standarc§29.3/1): e
memory_order_relaxecho operation ordermemory . '

memory_order_releasanemory_order_acq_reand

memory_order_seq_csa store operatiorperforms arelease

operationon the affected memorjocation

memory_order_consunia load operation performs a consume operation on
the affectedmemory location
memory_order_acquisanemory_order_acg_reandmemory_order_seq_cst
aload operationperforms anacquireoperation on the affected memory
location

}  Some combinations are nonsense. Exam829.6/13):
CA:load(memory_order order =memory_order_seq c)t @ X @ NA 2 dza F

RequiresThe order argument shall not lmemory_order_releaser
memory_order_acq_rel

Straying Beyond the Electrified Fence

} A handful of wetknown patterns can benefit from judicious use of
non-SC atomic operations on some hardware.
Examples: Event counters. Dirty flags. Reference counting.

Degenerate example: Atomic variable accessed in afraeemanner |
OAPSDPE AYy | NBIAZ2Y HGKSNB AU R2S3
shared or the program is synchronized in some other way).

} 2 NJ dnd K@ep the relaxed operations inside types that implement
the patterns.
452y Qi tS0G NBtFTESR Fi2YAO 2L OI f
t NB o f S Y ubtledo@éfinedt® Ndibary so that the NS f-yf EERE
is not detectable to the client
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Simple Event Counting

} Considerc¢ountis atomic, initially zero):

Thread<1..N: Incrementing. Main thread.
int main() {
while(...){ = launch_workers();
if(...)

join_worker();

cout
<<count
<< endl;

+4count;

}

}  Q: State exactly what ordering is needed on each atomic load and store.
Hint: Thread exibappensbeforereturning from a join with that thread.

Simple Event Counting
1 Considerc¢ountis atomic, initially zero):

Thread<l..N: Incrementing. Main thread.

int main() {
while(...){ = launch_workers();

if(...)
countfetch_addd,memory order relaxec;) g join_worker«();

cout
<<count.load(memory_order_relaxed)
<< endl;

}

} Q: State exactly what ordering is needed on each atomic load and store.
A:countincd'stores can be relaxeglit is not part of thecommbetween threads.
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Simple Event Counting: Better Solution

} Consider(-,fount' itially zero):

Thread<1..N: Incrementing. Main thread.

int main() {
while( ... ) { launch_workers();

if(...)
+4count; join_worker();
"' cout
<<count
<< endl,

} }

} Better: Use a type that encapsulates the desired semantics and hides the
relaxed memory ops.

Simple Flag Setting

1 Considerdirty andstopare atomic, initially false):

Threads<l..N: Dirty setting. Main thread.
P int main() {
while( 'stop) { — launch_workers();

if( ) stop = true;
dirty = true; join_worker();

if( dirty )
clean_up_dirty_stuff();

}

1 Q: State exactly what ordering is needed on each atomic load and store.
Hint: Thread exihappensbeforereturning from a join with that thread.
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Simple Flag Setting

} Considerdirty andstopare atomic, initially false):

Thread<l..N: Dirty setting. Main thread.
int main() {
while(!stop.load(memory _order relaxe)) { = launch_workers();
if( stop = true; /l not relaxed

dlrty storetrue,memory_order_relaxec) .4 join_worker);
if( dirty .load(memory_order_relaxed)
clean_up_dirty_stuff();

} }
1 Q: State exactly what ordering is needed on each atomic load and store.
dityOly ©S NBf I EGRINNENRANFT IORYSHY QG A
stop.loadcan be relaxedf settingstopR2 S&y Qi  LJzof A aK RI G

Simple Flag Setting

1 Considerdirty andstopare atomic, initially false):

Thread<l..N: Dirty setting. Main thread.
int main() {
while(!stop.load(memory_order_relaxeq)) { launch_workers();
if( ) stop = trug; // not relaxed
dirty .storefrue,memory_order relaxec;]  join_workers();

if( dirty.load(memory_order_relaxed)
clean_up_dirty_stuff();

} }
1 Q: State exactly what ordering is needed on each atomic load and store.

dirty can berelaxed NB f @ A BAIMNRDENA Y I 0R2SaAYy QU Al
adcan be relaxedf settingstopR2 Say QG  LJdzof A aK RI Gl
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Simple Flag Setting: Better Solution

} Considerdirty andstopéredirty flag, initially false):

Thread<l..N: Dirty setting. Main thread.
int main() {
while( 'stop) { launch_workers();
if( ) stop = trueg;
dirty = true; join_worker();
if(dirty )

} | clean_up_dirty_stuff();

} Better: Use a type that encapsulates the desired semantics and hides the
relaxed memory ops.

Reference Counting

} Considerrgfsatomic):

Thread 1: Increment. Thread 2: Decrement.
(inside, saysmart_ptrcopyctor)  (inside, saysmart_ptr dtor)

control_block_ptr if( --control_block_pts>refs==10)
= other>control_block_ptr; {
++control_block_ptz>refs; delete control_block_ptr;

} Q: State exactly what ordering is needed on each atomic load and store.
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Reference Counting

}  Considerrefsatomic):

Thread 1: Increment. Thread 2: Decrement.
(inside, saysmart_ptrcopyctor)  (inside, saysmart_ptr dtor)

control_block_ptr if( control_block_pts>refs
= other>control_block_ptr; fetch_sub{,memory_order_acq_rel== 0) {
control_block_pt:>refs delete control_block_ptr;

fetch_addl,memory_order_relaxec)

}  Q: State exactly what ordering is needed on each atomic load and store.

} A Increment can beelaxed(not a publish operation).
Decrement can bacq_rel(both acq+relnecessary, probably sufficient).

Why Not _release?

1 b2g £S0Qa t221 Fd (62 GKNBlFIRa gK?2
Thread 1: Decrement-21. Thread 2: Decrement-20.
/I A: use object

if( control_block_pt:>refs if( control_block_pt:>refs
fetch_subd,memory_order_release) fetch_subd,memory_order_release)
==()} =={(()) ) {
]
delete control_block_ptr;  // B

} Q: Is this code correct?
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Why Not _release?

1 b2g fSGQa €221 G G662 GKNBFRA 6K2
Thread 1: Decrement-31. Thread 2: Decrement-20.
/I A: use object

if( control_block_pt:>refs if( control_block_pt:>refs
fetch_subd,memory_order release)

T fetch_subd,memory_order releas)
==0) ==0){
delete control_block ptr; /I B
}

No acquire/releas&’ no coherent communication guarantee that thread 2 sees
u KNB I M Qa g NR (T&threadl YinelAkcdiild afapearkoimod NR S
0St26 UKNBFIR mMQad RSONBYSyl S@Sy (K2
wSftSIFHasS R2SayQid (SSLI ftAyS . o0St2gs R

Reference Counting: Better Solution
} Considerr(efs'

Thread 1: Increment. Thread 2: Decrement.
(inside, saysmart_ptrcopyctor)  (inside, saysmart_ptr dtor)

control_block_ptr if( --control_block_pts>refs==10)
= other>control_block_ptr; {

++control_block_ptz>refs; delete control_block_ptr;

} Better: Use a type that encapsulates the desired semantics and hides the
relaxed memory ops.
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Traditional Double-Checked Locking

}  The DoubleChecked Locking (DCL) patternadongerbroken.
Using C++11 notation:
atomic<widget*>widget:instance= nullptr;
widget* widget:get_instancé) {

if( instance==nullptr) { /I 1: first check (ATOMIC)
lock _guarckmutex>lock(mutW); // 2: THEN acquire lockr(t sec enter)
if( instance==nullptr ) { /I 3: THEN second check (ATOMIC)
instance= new widget(); /I 4: THEN create, THEN assign (ATOMIC)
}
} /' 5: release lockdrit sec exit)
return instance /Il 6: return pointer

}
} Key steps involve botiatomicity and ordering.

} Alternative lazy initialization strategy.
atomic<widget*> widget::instance mullptr;
atomic<bool> widget::create = false;
widget* widget:get_instancé) {

if(instanceload)) ==nullptr) {
if( ! create.exchang@rue))

instance= new widget(); /I construct
else while(nstanceload)) ==nullptr) { } /I or spin
}
return instance
}

1 Q: State exactly what ordering is needed on each atomic load and store
Hint: The fast case must perform at least a l@adjuire of instance.
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